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Abstract of JP7303209 
PURPOSE;To easily and a precisely view the 
content of a special effect and material video 
acoustic information to which the special effect 
is given by concretely and largely displaying 
the previously generated execution example of 
the special effect used far the editing of video 
and a sound. CONSTITUTION:When the 
enlargement display of the special effect is 
instructed by an editor, a designation 
execution example fetch part 42 fetches the 
execution example concerned from a special 
effect execution example storage part 41 
based on an inputted identification number and 
stores it in VRAM 43 of an execution example 
display window. The execution examples are 
repeatedly displayed on a CRT execution 
example display window 44. When the editor 
recognizing the content of the special effect 
designates the video/sound of a material 
becoming an editing object for recognizing 
what will happen if the special effect is given to 
the video and the sound of the material, a 
designation video fetch part 47 reads the 
material concerned based on the identification 
mark,, and a special effect part 48 gives the 
special effect At the same time, the old 
execution example in VRAM 41 is eliminated 
and the newly stored execution example is 
displayed on the window 44 of CRT. 
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(57)[ABSTRACT OF THE DISCLOSURE] 



!] [SUBJECT OF THE INVENTION] 

^H#{dJ;5/^l7— K4$©&ffl It aims at preventing the surreptitious use and 

^^lE^iJfflSrl&ik't" &^k, illegal use of a password etc. by a third person, 

fr^^AIPI^f $Mt£&riij#><5 i.e., raising reliability of genuine person 

^k&Btf)ki~ 3 0 authentication. 



<5 0 



[PROBLEM TO BE SOLVED] 

It added the clicking timing pattern data of a 
mouse button, and the thing movement-trace 
pattern data out of which an individual habit 
(biometrics) tends to come by mouse operation 
to character string coding data to data format 
groups, such as a password. 
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*$BW&^ST# 5 ^ ^ MaSMf-t»J^^f#)5!c|I|: 

The whole block diagram of the computer information processing equipment 

representative example which can realize this invention.12 r -Y ^ 7° W : 

Display 

10 v^; mouse 

11 /K- K: keyboard 
X^&iAt): Character string imput 

JffTHflPH: key type interval 
iBA<E>£fttt8i: individual body information 
100 ^XfAif: system equipment 

20 ^ABfiE^- — x-r yf-^/ti^7A: genuine-person-authentication utility 
program 

25 jSAco^f^tR^Sx—^: individual body information data 

21 y — Kflft^n $/ ^ : passwords and etc. registration block 

31 £3= ^ — K^iJx — ^ : character code row data 

32 <@AMr-^: individual habit data 

22 <7 — Kfi^/n 5/^: passwords and etc. collation blocks 
15 yy — f; network adaptor 

150: external network 
200 h: host system 
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33 ^c^n— \?$\\T'—#: character code row data 

34 |@AIf0x— # : individual habit data 
16 %y h "7 — ^: network 



[¥fm%#<D®m] [CLAIMS] 

["MsfcJgl]. [CLAIM 1] 

A^^^-A^ililb^S^LT, In the computer information-processing-system 

-^^^'^M.^^'f^Vd^.— $ apparatus which has a mouse device as human 

tf ^^Ws^&WL\Z-te^X, being's manual input auxiliary equipment, 

IHAISfiEtf)— o<£>^|&-?&3^ as a means which does registration and 

7.17— KW, fdlA^M-et^ collation of which theft to others cannot be 

^£??j;&U&£XfmG-i'Z>^& carried out of the password which is one 

tLX, Afi\(D^M means of a personal identification , 

t£fc>h-?ty^?y(DWy it measured a human being's habit (biometrics), 

??4VyV/<9—>5d£Xl-?0^ i.e., the clicking timing pattern of a mouse 

<D&W)®l$fc^?~-^&%i.m.A;tz button, and the movement-trace pattern of a 

^£#m<t1-5*AMtE7jX mouse. 

The genuine-person-authentication system 
characterized by the above. 

[fit#if2] [CLAIM 2] 

WjRJllMifc^T, -<">7tK^ In Claim 1, in the case of an input of the clicking 
yfttVyPP^l/ys*?— timing pattern of a mouse button and the 

Xl^r^77^(D^WiW\M^^— ><D movement-trace pattern of a mouse, it makes 

A^/WU #A£#ft-3tt51® the habit of the individual by whom he is 

A<D^m*M3\%m£&Z>Z.t% characterized draw out more. 

W$.k-f Z>/<*9— F%£(D&B% The registration system and collation systems 

^.ioXTfffi&ji&o which are characterized by the 

above-mentioned, such as a password. 

[mm<D$mfmw] [detailed description of the 

INVENTION] 
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l%m<omtz&.ffiftffl [technical field of the invention] 

yf/uayfa- This invention relates to the 

^ s P-^f^-^y, ^^-iV genuine-person-authentication system using 

JB^^^aybTaL— ^Mfiffll&ilS/ the input of the password using pointing 

•^Ti^itd&lj-'SK -7^^.^ co devices, such as a mouse, etc. in computer 

*K-f V'r-iWr/M ^.^rffl V^fc information processing system equipment, such 

/^!7— K^<7)A^J^iJffitfc7|s: as a personal computer, a workstation, and an 

Al&fE^iUdlirf <5 0 online terminal. 

[0002] [0002] 

[PRIOR ART] 

•?$xtff r ><Dtl)-y?f r '($yjf^ As for the genuine-person-authentication 

(OAWi<D^M{^^r^)v^7-) system of the past using the habit (biometrics) 

^:Mf^VtzM.^.(O^.X%W.^^ of human beings, such as the clicking timing of 

fis ftfflW- 10-269182 a mouse button, as it is in 

^feScfc?^ fSAlSfiEfflcD/N 0 * Unexamined-Japanese-Patent No. 10-269182, 

y-\?(D$t0.$s£Xfffl-n-lt, double-clicking of registering character code 

ifr^^yfo5V^2;£^iJft<!;*3£0 rows information, such as a number row or a 

ZtitKDX^— K^iJtf character string, and a mouse button etc. only 

T^^yco^y ' i^WyV^rXcko takes registration and collation of the password 

•f?>W^^y(D^-y^-y<D^f^ for personal identifications, it was only 

f^M^^^y^tfDM-a^i^ff performed by combination with the time interval 

k>friX\/^tz c timing of the on-off of a button. 

[0003] [0003] 

immmm^o t-t&mm] [problem to be solved by the 

±fBt£*&#f it, *AO?^ INVENTION] 

!$!f£<£>±if KUfc^ -$tifr>ib?y* The time interval timing pattern of on-off, such 

^^Vy^^o^ry^-ycD^f^m as progress of his mouse operation, i.e., 

Mf^y?/*?— ytf, double-clicking etc., becomes earlier than the 

Y^*&B.Vtz$$&£0-h^<t£<> time of registering a password etc., or the 
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TVK> fc5VMirfi5¥Sfrfc&<5fc above-mentioned prior art is not taking change 

Litifi\t\M<t£<>X^<%:i*(0# of the timing pattern of becoming late into 

4 Vy^f^^XD^i^^^z. consideration as it becomes an advanced age. 

AtbTVv£i\ ^zf/WVyf^tD The time interval timing pattern of on-off, such 

JryJr7 (Dtfff^MZ^ as double-clicking, is his habit (biometrics). 

yf4 % *A©Sft(^M^h However, since this habit had a possibility of 

yy^*)T{±fo5^ w<£f?J^fi changing according to experience of man or 

AWOfi»W*pO»iatLfc passage of age, it was not enough as a 

j&5V^3£fr<5 ^tfct££&oTV^<5fc parameter of genuine person authentication. 
fc#A»ffi®'*7^*£LTtt 

[0004] [0004] 

Sfc* f?~?A'#yy#*£<D^i/$ry Moreover, the time interval timing pattern of 

<D^?%f£[Wi# 4 1/ on-off, such as double-clicking, can consider a 

lit, ^H#tdXfft^tbS plietfe possibility of being imitated by the third person. 

[0005] [0005] 

^^SWTfi, ^AlSIEOff In this invention, it aims at raising reliability of 

^Mfc^t^BtifttL-XidV), £ genuine person authentication, furthermore, it 

btflA©^S^Sr?l#lii^^7 provides a genuine-person-authentication 

— K^fSftfiB'a Jjfefc&Vit 38 system with high reliability by the registration 

14©iiiV^AfSfiE;fr^£rjjift collation methods, such as a password which 

U ®H#t±5/^!7— K*f O draws out an individual habit, it aims at 

&ffl^^Ef|JffiSri55ih , f" <5^l££: preventing the surreptitious use and illegal use 

@ ^JiLTi^So of a password etc. by a third person. 

[0006] [0006] 

[«UHSr»ifc , t6fc»0#S] [MEANS TO SOLVE THE PROBLEM] 

±12 @ W&i§/&^<5fcJt>f^ -v^ In order to attain the above-mentioned purpose, 

7d$$y<D$yy$$4Vyy '^P^- in addition to the clicking timing pattern of a 

y\zM%.^ ^tyXfflifEXh'ikkM mouse button, it added the input of the thing 

A©SJS(^M^by.^^)>J s tb movement-trace pattern out of which an 

y(DA individual habit (biometrics) tends to come by 
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£}&j&MLtch<V~Ch?>o mouse operation. 

[0007] [0007] 

*yt*bfcfl, *ASr«f»<5»t5 Also 

fiAWS^cfc^ltttte-frSfc Furthermore, in order to make the habit of the 

/<7V*— K4f OSfiido itJ 5 individual by whom he is characterized draw out 

RS-n ^$x<D&W}W\$fi\Z- more, it established the registration make a 

§j®£ffl^1"<^5&&:}o<ktf habit easy to come out of to the movement 

ffiii%&%^&Vtch<DVfo?)o trace of a mouse in the case of registration of a 

password etc., and collation, and a collation 

system. 

[0008] [0008] 

l$£W<DmM<DBWi] [EMBODIMENT OF THE INVENTION] 

^tyX-skW&^ir^ In the computer information processing system 

ytfjL— ^ff ijj&li/^fAit equipment with which this invention has a 

tzi^oV^X^ ^A^IiEO — ocd^ mouse device, the password which is one 

©"C&S^-X^—K^d^ {til At means of a personal identification tackled man's 

&W^%t£\i^ot£&&$o£X*& habit (biometrics), i.e., the clicking timing 

£t"5^gctUT, ABBESS? pattern of a mouse button, and the 
(s^&tb*) y#*)*t movement-trace pattern of a mouse as a means 

7d$$v<D$yy$$4Vytf^$-- which cannot carry out a theft to others to 

y&&l$^ty7s<D&W}Wi$t^?-- register and compare. 

y&&%&/vfzZt&¥f'i%(ti~Z)^ It is the genuine-person-authentication system 

AWffi£jJ&X*hZ> 0 characterized by the above-mentioned. 

[0009] [0009] 

^/c s -^^Ts^yco^Vy^^^^ Moreover, it makes the habit of the individual by 

1/ >$o £T$-?<?7s(D$rW) whom he is characterized draw out more in the 

WlJ$f/<#—y<DAjJ WRL* ^A case of an input of the clicking timing pattern of 

Sr#®<5lt5fflA«3SJSSrJ:!93l a mouse button and the movement-trace 

#tti£#5;L k&ftWtt+Z'** 1 !? pattern of a mouse. 

— \?^(D&^%&$o&tfM&jj They are the registration system and collation 

^TC&<5o systems which are characterized by the 

above-mentioned, such as a password. 
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[0010] [0010] 

^%m(0%mm^mi^7 Hereafter, FIGS. 1-7 explains the Example of 

\Z-£y)mm~fZ>o this invention. 

[0011] [0011] 

mm^m^^hfc^O^ FIG. 1 is the whole block diagram of the 

^^ii^Wt'S^t 0 ^— ^tf representative example of computer information 

^^S^gO^^^J^^frSsK processing equipment which has a mouse 

MXfo& 0 v^7^3£fi 100d device for realizing this invention, 

fi, 7 2 V^7 P W12, 3r—7tf— Kl Display 12, keyboard 11, and mouse 10 are 

lio<tI^^^7vl0/!)^^tLTV^ connected to system equipment 100. 

5 0 ^(D-^^lO^ct^, Hp— With this mouse 10, a user performs the input of 

^^y^-Kff ^UrSC^'k 7"f password information (selections, such as a 

p>#i!IWh i~?£fc>lb#})ytTv\ character string and an icon), i.e., the clicking 

M$$T$io£V i &W)$if$(?)AJj : tt interval time, and a movement trace. 

'ijf£oZ-h\z.t£%> Q ^tzi/^'rJ*^ Moreover, system equipment 100 may be 

glOOfi, ^yM7— 2T&zf$l connected to the host system 200 by the 

d^^f^U^yhV — ^150£ii network adaptor 15 through the external 

CX^yy^^OO^mm^n network 150. 

[0012] [0012] 

^^xi^iltlOOWi, T^^P^^r The genuine-person-authentication utility 

^^ir^tz^XD, ^ABfiE^^ program 20 for realizing this invention is stored 

T^yT-r7 p p^yi^20^^^^ti in system equipment 100, the collation blocks 

T3o*^ ro^— f^Uf^/p^ 22, such as the registration block 21, 

-M^i, /^!7— K^S^7"p^^ passwords, etc., such as a password, are 

21*5it>V^r7— K^fi-g^py included in this utility program. 

^22^-Q^tiTV^ 0 fritz Data, such as a registered password, is stored 

K^Wf^ i/^r in the hard-disk drive in system equipment 100, 

AS@100F^(D/n — KrV^K or memory superiors as the character code row 

ysf7>^j^)_t%f\z, JC^~ K data 31 and individual habit data 32. 

^ijx^- ^31tj@A^^x— ^32 Or in the case of the system which is making 

blsX $r%h& fri& 0 feSi^fi, network connection, it may be stored in the 

b9— ^^^tr&oTV^v^y- hard-disk drive in host 200, or memory 
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-k<£>SH=Hi, ^h200p t ?(D/'N— superiors as the character code row data 33 

Kx^^K^fy^^tyi^^ and individual habit data 34. 

X5 1 = l ~y$i\ : f—?33tMA^i As an outline of genuine person authentication, 

mf— ?34tLXfcm&HZ>m& the collation blocks 22, such as a password, 

kfoSo *A IS f£ contour perform the data and the comparison which 

}± N /^17— K^J§-6~7*p^22 were inputted for collation with reference to the 

#\ X^=i— K?iJr— ^31<hf®A character code row data 31, the individual habit 

r— ^32fc5V^i^C^=t— data 32 or the character code row data 33, and 

W\r'—?33tmA^1&'r—?3 the individual habit data 34. 

<5 0 

lOO 13] [0013] 

\M2fe#$g$MX$]ffi L-fc^A&r FIG. 2 is a figure explaining the principle of the 

Wtik^tfZ^AVgM , -?t£t> habit of the individual by whom he who used by 

^£;*0#lfj$J#/^— ycDW. this invention is characterized, i.e., the 

m^n^xmWLtz.mx*hZ>o 0 movement-trace pattern of a mouse. 

^A^-vr^^fj^ when a first frame carries out mouse operation 

l<£LW>-as TjJteZs£/vfi^<yx in the upper direction of a figure, a downward 

j&fl^Lfc^^W^^/tf^cD direction is the figure showing the clicking 

Wv9$<<%'y#'*9'- timing pattern of a mouse button when a second 

■^^7^(D^rW)W\M^~- £r^:bL frame carries out mouse operation, and the 

tc— ffl<DWiXhZ> 0 -vy^Offiift movement-trace putter of a mouse of an 

(D&fttLXlX ¥£A,££Aa hf example. 

hbt)W{§i±.<Dfpi\^T'(='>'%?}) As conditions for operation of a mouse, a first 

yfLtzWi'affwiWiXfo&o f£ frame second frame and the case where both 

k<D-?ty7^\0(D&W)$\ffll50hZ-, click the same icon on a screen are premises. 

$AyO-^[>^(D#f)fLf^51lri;k When the movement trace 50 of mouse 10 of a 

%t-fZ>tVfthfy\^, ^A<DHM\z. first frame is compared with the movement trace 

£. ) OW£Z)^tftfr>frZ> 0 &W)$hWf 51 of the mouse of a second frame, it turns out 

it, ?Vy?y$?XDWT fflMX\ clearly that it changes with individual habits. 

xmm& Xm r mm^ / ^\L.Xy< A movement trace is the pressing interval of the 

? (7 i —?)ik'FZ>Z.tfrX% clicking button, it can divide it into X coordinates 

5 0 ¥£A,©XMJi60:}oJ;tAn£ and Y coordinates, and a parameter (data) can 

m65tZL£/u<DXmmitYmM change. 
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tt*\tf&tZ>b, *Og*^«t5 If X coordinates 60 of a first frame and the Y 

sVM±B^5t"Cfe5o -v^l coordinates 65, and X coordinates 61 of a 

OO^Vy^^^y^W "t'ffflRB 1 ^ second frame are compared with the Y 

^£^fi(tl)70~efc3^ Zj&A; coordinates 66, the difference by the habit is 

fi(t' Dflt^ttoX^^tifi clear. 

t>t*Z> 0 *5SWfi^tibOiHAfi Moreover, the shell frame also of the interval 

AfetS^lofcSSP^filfflbfcfc which presses the clicking button of mouse 10 

©•CfcSo is 70 (t1). 

However, it turns out that the second frame 

differs from 71 (H). 

This invention used a different habit for every 
individuals of these. 

[0014] [0014] 

S/*ri*3£ttl00£fcfi FIG. 3 is the figure having shown an example of 

&7sh2Q0Kfa$i&fri%s<7sV— K the data format composition of the password 

PAttD*?*- py^—^ybffl- data group stored in system equipment 100 or 

dc©-«Sr*UfcEa"C*>5o «pH host 200. 

10-269182 -SH^fcfoSJ;? As it was in Unexamined-Japanese-Patent No. 
ttt3pSO/^!7— Kt*— 10-269182, the amount of existing password 

X^^^vt?^ — data was form or the form of the character 

^ foSVMi^^r-^^^^-K character-code + clicking interval time data 81 

+#})y#$\M®$f$7*'— ?81(DM only the character character-code 80. 

^"Cfeofc 0 ^^^r-r^^— K The surreptitious use and illegal use of a 

80<DiHHi, ^H#fc:J;5>**!7 password etc. by a third person were easy to be 

— V^tD&R^sflEftlFftffi^S, performed in the case of the character 

tctT^ti J ^"f/5 ik ofCo ^C^^r-Y^ character-code 80 easily. 

K + ^y^fflR|B#p^T f — In the case of the character character-code + 

^81 itu^^fcb^if ffi clicking interval time data 81, compared with the 

^i^^d[U^ofc#\ ^£*<£> former, reliability increased very much. 

^f&te?Vy#?£\MV>^lffi£>fc However, because of the habit of the simple 

^^(D^tik&Tt^fcffikX* clicking interval of a mouse, there are no means 

gttiLXffitl:<*ft§&i:i><Dktt which can prevent imitation of a habit 

W£ft#>ofc 0 ^^P^TIi. ii^ completely, and it was not able to be said to be 

©««*s*flSf^JiUVw^^ro a perfect thing. 

fi/Ll$^— ^^^^V^^— In this invention, imitation of a habit added the 
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\? + #Vy9fflM$$$\7 lt *-#81\z. trace data of a very difficult mouse to the 

Mx.^ fcZ&VMO^AWtit^xy character character-code + clicking interval time 

— Kt— ?%$82<D7j— data 81, and suggested the format of the 

^^Lfc 0 4o©f- genuine-person-authentication password data 

?M ^I^-^^-ttSr t , ff group 82 of this invention. 

Jg&Ofliv^ASSJiE^a&rflifc Thus, it can provide a 

•f"<5-£;6 5 "e£S 0 genuine-person-authentication system with high 

reliability by combining four data groups. 

[0015] [0015] 

IH4te s *%W?<Ds*X9—h*W FIG. 4 is a flowchart at the time of performing 

<D&$t%Frt£y$%<D7v<— 7"*r- registration of the password in this invention etc. 

[0016] [0016] 

T.'ryfx : -^fy^zx^^y—Y Step 1: It is input 300 about a password etc. 

^&A;0300o with a mouse. 

[0017] [0017] 

^$£W~?tes<x9 — K^OA^ In the case of inputs, such as a password, it 

fcRSUCfi* *ASr#l»^tt5fl makes the habit of the individual by whom he is 

A©fU#4r«fc!93l£ tti£-tfr5^<b£ characterized draw out more in this invention. 

¥fWt.t-t~Z>%£0.3j£:& : !fetyi Lfc 0 It invented the registration system characterized 

mmte, m6Xft'<Z>^tt1'Z> 0 by the above-mentioned. 

For details, suppose that it states in FIG. 6. 

[0018] [0018] 

*^y^2 : iHJiibUE^ffirt 30 Step 2: 301 in a repeating default. 

lo 

[0019] [0019] 

^17— K^oajR^ggLTtt, In the case of registration, such as a password, 

H#tf>IRi^ *f Jfcfc>V*93*Hfc since it specifies, the error, i.e., the variation 

$:£#£1~5fc#\ ^fctH^f!^ coefficient, of a habit, it is desirable to repeat 

WQiSt? ZLki£H£&L\ \ Iil^c{i3 several times of operation. 

m^i&rSlffi^xSo The number of times considers 3 times or more 
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to be an ideal. 

[0020] [0020] 

7sry-?Z\/*ZP— K^—^Sflk Step 3: Password data registration 302. 

302 o 

[0021] [0021] 

a^J^f^^i^^iSLgiE^fifi^^ Password data is registered after registration 

tJzM x operation exceeds a default repeatedly. 

£ti<5 0 ^r^-^lt BIlTfidi^ This data is stored in the hard-disk drive in 

fcW), ^Ti^lSlOOrttf)^ system equipment 100, or memory superiors as 

— VT^^Vy^^^^Vl-^f the character code row data 31 and individual 

fc, ^C^n— K^Jx— ^31ti@A habit data 32 as FIG. 1 described it. 

^^T fw -^32^UT^&^^tt5 0 Or in the case of the system which is making 

fc5V^± % -foyM7— ^SMftStfTft network connection, it is stored in hard-disk 

otv^^f^rof^li, /R^b drive in host 200, or memory superiors as the 

200f*|CD— KxV^K^:/^ character code row data 33 and individual habit 

X^-FWr-f data 34. 

[0022] [0022] 

Ts^y-fA : /^^ N >^r^icS^30 Step 4: Variation coefficient registration 303. 



[0023] [0023] 

/<7sV — K^Sflk&ft&f&lElJft It can calculate for a variation coefficient from 

{^^alt'-it-i;^ #b;ft/fc the error data of the habit acquired by repeating 

SSPOSRUx— ^b^S^fi* several-times operation in registration 

^Sr5ftfe5^.i:^"C#So operations, such as a password. 

[0024] [0024] 

• #yy#7$#^yfflTfa\M®$ffiti(D - Variation coefficient of clicking button pressing 

/<*yy^&%t : a interval time ti : (alpha) 

\^ty*(D&W)®iffi(DXMW:Xi(D - Variation coefficient of X coordinates Xi of 

/<yy^$$t 0 movement trace of mouse : (beta) 
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•^£;*<D^ift$W<Z)YJiI^Yi<£> - Variation coefficient of Y coordinates Yi of 

Ayy^-^M y movement trace of mouse 

(gamma) 

tio<t, When it sets, 

[0025] [0025] 

im) [EQUATION 1] 
(tmai- tmin) /2 



a = 



0 = 



r = 



(Xmax-Xuln) /2 
(Yitai-Yain) /2 



t spi^): t average 
x x average 
Y Y average 



It becomes these. 

Continuous research will be a required problem 
from now on regarding whether this equation is 
appropriate or not. 

[0026] [0026] 

05fi, ^^f^TO^T^— K<0 FIG. 5 is a flowchart at the time of performing 
<Dffl&&{7t£?B.coyv- ^-Y— collation of the password in this invention etc. 

[0027] [0027] 

TsTyfl : yh^lK^ 1*13100 Step 1 : 310 in a retry existing constant. 
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10028] [0028] 

rtTJy— K^F— ^c^<DVbv^{ (I? It judges whether the number of times of retry 

Ajjff*I)M%k&&MM$fcigkPi (reinput permission) at the time of password 

friflfrWWrtZo ffifeMWcZfti disagreement is less than the number of times 

z.X^Z>Ws&ft, f&AtftM#> of regulation. 

£>ft£*^j#?0;*y-fe— v'&H When it is over the number of times of 

i5#f fctfj^-f 5W>aEfei§316(D regulation, processing of the authentication 

%hMti^ft>hZ) 0 refusal 316 which outputs a message, such as 

"not observing as him", to a screen etc. is 

performed. 

[0029] [0029] 

7s"fy-/2 : "vpttX'^V—} 1 Step 2: It is input 311 about a password etc. with 

^^A^311 0 a mouse. 

[0030] [0030] 

Jf-%VftX°U.^7>y — Y^<DXt) In the case of inputs, such as a password, it 

fcRSLTf^ #A<M$8fc<5tt5iB makes the habit of the individual by whom he is 

A©S&&<W3l#ttl&"£5£&S: characterized draw out more in this invention. 

Wfo£TZ>At}l5 : £&%i%\Vfc. 0 It invented the input method characterized by 

mmit. m6X^^tt-r6 0 the above-mentioned. 

For details, suppose that it states in FIG. 6. 

[0031] [0031] 

XTyZfZ : ^C^J^J^31 2 0 Step 3: Character string judging 312. 

[0032] [0032] 

mM^X&^&tiXl^X^ 1 *^ It performs the judgment with the character 

7^=— Ft, f®&<Dtc&Aj]L character-code registered in FIG. 4, and a 
tzX^^r^ytfa—h'tf— character character-code in agreement inputted 

Zfri??fr<DW7£$:i5Z.tj:5 e rtb for collation. 

ft. ±<om — -r— PXMtfti By the same entire data, this will return to 

fi\ Xr-yZfKDyhy^MfeWtftS processing of 310 of Step 1 in the number of the 

10(D^MKM?) o retry regulations, if there is nothing. 
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[0033] 

Xry-fA : *JJy*MBPW£313. 



[0033] 

Step 4: Clicking interval judging 313. 



[0034] [0034] 

04£TS^cF;h/O*5*y3>*# It performs the judgment with ti of the clicking 

^y^TW^Wi^Wh^ ffl-a-O) button pressing interval time registered in FIG. 

tz.&AtJlstzfy-yftf&l/ffl TUfl 4, and data of ti' of the clicking button pressing 

M«$f£\<Dti' (Df—Zft—lkt interval time in agreement inputted for collation. 



[0035] 



[0035] 

"The expression of collation" shown under FIG 
7 is used for the judgment of collation. 



[0036] 



[0036] 



[ti- a ^ ti' S= ti+ a)84 
ti' #±iB*£:»fc$ftvMi 



[EQUATION 2] 

[ti-(alpha) IS_LESS_THAN_OR_EQUAL_TO 
ti' IS_LESS_THAN_OR_EQUAL_TO 



^yzfKDVbv^m^WS ti+(alpha)] 
10O*Q-ffl^5, 84 

When ti' does not fill said Formula, it returns to 
processing of 310 of Step 1 in the number of the 
retry regulations. 



[0037] 

^X5/7°5:»WW^314 0 



[0037] 

Step 5: Movement-trace judging 314. 



[0038] 

(Yi) ^ m&OtzlbAtJ 



[0038] 

It performs the judgment with data of X 
coordinates (Xi) and Y coordinates (Yi) which 
are the movement-trace parameters registered 
in FIG. 4, X coordinates (Xi') which are the 
movement-trace parameters of the clicking 
button inputted for collation, and Y coordinates 
(Yi 1 ) in agreement. 
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[0039] [0039] 

M&<DWfe!,z.n, m7(DTlJ{zfjk "The expression of collation" shown under FIG. 
L1ttM'&<D&} ^fflV^tvSo 7 is used for the judgment of collation. 

[0040] [0040] 

[fc3] [EQUATION 3] 

[Xi-/3 < Xi' ^ Xi+/3)85 [Xi-(beta) IS_LESS_THAN_OR_EQUAL_TO 
[Yi- y ^ Yi' ^ Yi+ 7 ]86 Xi' IS_LESS_THAN_OR_EQUAL_TO 

Xi' *5iOTi' *s±IB^**rfc Xi+(beta)] 
&&^m&fe. x'ryT'KDyhyj 85 

a^Scrt310O*Q.atM5o [Yi-(gamma) IS_LESS_THAN_OR_EQUAL_TO 

Yi 1 IS_LESS_THAN_OR_EQUAL_TO 
Yi+(gamma)] 
86 

When Xi' and Yi' do not fill said Formula, it 
returns to processing of 310 of Step 1 in the 
number of the retry regulations. 

[0041] [0041] 

7sT-y7§ : ^A^IE^T (Log Step 6: Genuine-person-authentication 
ON)315 0 completion (Log ON) 315. 

[0042] [0042] 

x ; ry7 p 2~5'£-e<DM£-tf±X When all collation to Step 2-5 was in 

— : §i.L'tz^^\z.^.(D7, : Tyf\z.i^ agreement, it progressed to this step, and 

<2k fcAWsK.&ffi'tf&fritcZbfc genuine person authentication was permitted. 

Z.<D&.o\z^ 4o©f- Thus, it can provide a 

£M^"p-:bit"<5w<!^;iJ;i9, it ffi genuine-person-authentication system with high 

fetD^^AW-tiEjj^&fik&'t' reliability by combining four data groups. 

[0043] [0043] 

06f±* /n*^!7 — K^E>A.#teB8 FIG 6 lets the habit of the individual by whom 
L,-C^A^#ll5:<5(t'5l@ A^^ he is characterized draw out more in the case of 
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M^M^tii^^t^WLt inputs, such as a password. 

^&Kt)^^<D—$\&m\^tzM It is the figure having shown an example of the 

"Cfo&o PI® (l)400f±, l/T^rJ^ input method characterized by the 

g{1100O7V^7V-f \2\z.^7^ above-mentioned. 

$ti5®® F^O— 0rjTfo5 o - Screen (1) 400 is an example of the contents of 

tUi, 4#f (D^7,V— K£tA;£j£ a screen displayed on display 12 of system 

*3m^O^fo2> 0 $^*5cfcT>* equipment 100. 

^^^if/SM^P^^^^SJ^ti This is an example in the case of making the 

TV^©^W§fc~C&5 0 4r?vy# password of 4 figures enter. 

^^fiJ^-frfcSSfi, l^fuy^CD It is the characteristics that the number, the 

W>iitik&Ltz.W>ii^flbM^ character, etc. are divided into 4 blocks. 

tyxo&Wi^LM^&^y, i@A When compared with the case of 1 block, the 

(Z)^^^^|^t£|L^ - t"V^V>5# distance of movement of a mouse gets long the 

|^/^fo5#^~Cfc<5 0 A^iSffi reason made to divide into 4 blocks clearly, it is 

li, jgffi(l)400->pf [15 (2)410 because there are the characteristics of being 

-^jMliB (3) 420(7))ii^S#bTV N easy to draw out an individual habit. 

< 0 ^(OW-, A^^y^MOl-* The input screen shifts in order of screen (1) 

41 1-^421 t&fc±T^& Y )&fc> 400 -> screen (2) 410 -> screen (3) 420. 

^ ^^cD^fttW^fc^'iT in that case, an input block also changes to 

\^L<W^i~Z)Z- t^X*$Z>o - 401->411->421 and the right-and-left upper and 

(Djj£:&$lft"tZ)t, i@Ai@At- lower sides, and can derive move operation of a 

<fc^ ^$*(D&W$k , t£$o£Xf i 'P}) mouse to the right-and-left upper and lower 
. y?y$$l/(DW sides vigorously. 

t>ftXMWi\^^?t\^X&$k1r If this system is used, a habit can collect as data 

5^<t/^ nTtbTfo^o extremely at the move course of a mouse, and 

the pressing interval of the clicking button by an 

individual at sharpness. 

[0044] [0044] 

El7te, IhmWxmMlsf^&M FIG. 7 is the "registration data" format 82 

7 =fw -^J7^-^-^^h82, r^^x suggested by this invention, the "collation data" 

}7*—*yb83isJ:T$tf&'£' format 83 and "expression of collation" 84, and 

cD*tj84, 85 N 86£^<h#)T^U the figure having shown 85 and 86 collectively. 

tzmxhZo 

[0045] [0045] 
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[%W<D%)&] [ADVANTAGE OF THE INVENTION] 

;£3§W-cktU2\ -^^T^Wk^ In the computer information processing system 

-f^V\f=>.— ^tf ^MjSv'^t- equipment which has a mouse device according 

Agg^joV^T, fiAfSfiEco — to this invention, it can use man's habit 

ocD^^-cfc5/^!7— K^fc, (biometrics), i.e., the clicking timing pattern of a 

Xtn\(D^M{^^r^Y } )y^^)'f' mouse button, and the movement-trace pattern 

f^h^'y^^ycD^Vy^^^x of a mouse for the password which is one 

>id£tf-?<}x<D&W} means of a personal identification, therefore, it 

y^r^lffl "Ct 5>cd-C\ can perform the registration and collation which 

{tilAt-M"Ct^V^5^^^ cannot carry out a theft to others, and is 

<£U^"n ^ftteo^bft-Q^, #A effective in raising reliability of genuine person 

f&i££Kf m\±% fii#> 5 <hv^5^!i^: authentication. 

[0046] [0046] 

^fc, •?^7j$.$V(DVyyW4x. Moreover, when inputting the clicking timing 

l/teXS$^^<Dl&% pattern of a mouse button and the 

®l$t;<?—y(DA33 ^IHU BE movement-trace pattern of a mouse, , 
^^^ti/fcT^ v#Wr> since the icon displayed on the screen can 

^!)S£$^#<ft5J;5^^"Ct guide so that the distance of movement of a 

Z><DX\ *A%¥f'{&^-f%ffiA<D mouse may increase, 

M&=W3l§ffl£-£5£v^$j|l: it is effective in eliciting more the habit of the 

&hZ>o individual by which he is characterized. 

[m&(DffimfmW] [BRIEF DESCRIPTION OF THE DRAWINGS] 

imi] [FIG1] 

^^^^-etS^yt 0 ^— ? The whole block diagram of the computer 

\nWWmXM(D3LW.m$L information processing equipment 

M 0 representative example which can realize this 

invention. 

[®2] [FIG 2] 

-^^ 7s(D^%%M^^ — XDffi. The principle diagram of the movement-trace 
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[03] [FIG 3] 

/^-Kf^^^Of $7* The figure having shown an example of the data 

^^yY\M^(D—$\\%7F\JzMo format composition of a password data group. 

[04] [FIG 4] 

^V—V^<D^tm^floU(D The flowchart at the time of performing 

7 p — h0o registration of a password etc. 

[05] [FIG 5] 

/n°*!7— y^<DM&*:?rt£0U<n The flowchart at the time of performing collation 

7^^^^ of a password etc. 

[06] [FIG 6] 

i@A^l(^£J:^l#tfi£* ; 5A The figure having shown an example of an input 

M^^VkM 0 method which lets an individual habit draw out 

more. 

[07] [FIG 7] 

^^WlX^^Ltcy*— #7*— ^ The figure having shown the data format 

yh&£Uffl&(D^&^Lfc^ 0 suggested by this invention, and the expression 

of collation. 

[ft^r(DmW] [DESCRIPTION OF SYMBOLS] 

10 —^ty^ ll--3r— /t?— K\ 1 10... a mouse and 11... a keyboard and 12... a 

15"--fcyM7— display, 15... a network interface (system 

V«iV$7^— 7s ( v^xi^®) s equipment) and 16... a network interface (host), 

16--^yh r 7~?-{>?7^—7 20... a genuine-person-authentication utility 

, 20- vfcAl^fiE^^T^ program and 21... registration blocks, such as a 

y^f/p^i^ 21s<7s7— K password, 22... collation blocks, such as a 

^^L^cfvyt^ 22->s<7 r ?~ K password, and 31... character code row data 

%fM&-?vyt, 31—5:^3— K (system equipment), 32... individual habit data 

^iJx— ^(WfAlg), 32 " (system equipment) and 33... character code 

i@ AMx— * (f^Agg) , row data (host), 34... individual habit data (host) 

33- -^C^3 — K^'Jx — ^(*^ and 50... the movement trace (shell frame) of a 
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h) , 34- 'f@A^J^T fw -^ mouse, 51... the movement trace (second 

h),50—-?&x<DfeW}W\$fr(i ! P& frame) of a mouse, and 60... move X 

h) , 51--^^-X(7)^Kifi>if^(Zi coordinates (first frame) of a mouse, 61... move 

£Ay) , G0-"^ty7s(bfeWiXMM X coordinates (second frame) of a mouse, and 

(¥£A/h 61— ^£*<Z)^f!)XJ& 65... the move Y coordinates (first frame) of a 

JK(£j£A/h 65---^^^W#SljY mouse, 66... the move Y coordinates (second 

J^Jf(¥£A/) , 66---?y*<D& frame) of a mouse, and 70... a click button 

RjYilfil , 70~-# } Jy# pressing interval (first frame), 71... a click button 

tf^i/jf TP^RiCF^h 71- pressing interval (second frame) and 80... a 

yy^#^:x^T^I^(££/vh 8 character character-code, 81... character 

0- "X^^c^y^^^— Y\ 81- -^C character-code + clicking interval time data and 

^^^7?$^ — V+i?})y?fa\M 82... the genuine-person-authentication 

Nrfflx—^ 82* ^^P^cD^A password data group of this invention, 83... the 
WM^^?^"? 83- genuine-person-authehtication password data 
$£VR(D%;AMU^y— group (collation data) of this invention, and 84... 

x^iO . 84- -ftTWPi the collation type of the pressing interval time ti, 

B#P^ti(Df$£^ the collation type of 85.. .X coordinates Xi, 86... 

(DM^^ 86- -YMUYi<DM& The collation type of the Y coordinates Yi, 100... 

^ 100— v^-ri^iu 150— System equipment, 150... a network and 200... 

^yhy*—?^ 200- *-/}^K 300 a host and 300... input operations by a mouse, 

• ^^^^T/^^—K^A^]^ such as a password, 301... the judgment in a 

301--BVML®tfei&fa(D¥\ repeating default, and 302... registration of 

aE:; 302 J7— Kr"-^©! password data, 303... registration of a variation 
i?u 303— coefficient, and 310... the judgment in a retry 

310— yb^K^^rtO^J^ 3 existing constant, 311... inputs password and 

Ll-v^Ht^!?- K^A etc. by mouse, and 312... a character string 

312— £^#J^ 313- judging, 313... a click interval judging and 314... 
yy^WHSW^ 314— a movement-trace judging and 315... 

¥*J^ N 315 • ^ABIIE^T (Log genuine-person-authentication completion (Log 

ON), 316- -BSElES^ 400- ON), 316... authentication refusal and 400... 

H® (lh 401 — H Si (1)07^ screen (1) and 401... the area of screen (1) 

^yX1l "Ti^yT, 410— pfiS which can be icon inputted, and 410... screen 

(2K 41 1 • • -Hffi (2) (DT^f^A (2) and 411 ... the area of screen (2) which can 

^wffgaiyr, 420— S®(3h 4 be icon inputted, and 420... screen (3) and 

21— KM (3) (DT^^At}^ 421... the area of screen (3) which can be icon 

®£^ ] JT 0 inputted. 
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The whole block diagram of the computer information processing equipment 
representative example which can realize this invention.12 f ^ *7°U4 : 
Display 

10 vt)^: mouse 

11 3d?— K: keyboard 
5l^JA^: Character string imput 
^HffTISIRS: key type interval 
i@A^£ffcfff individual body information 
100 i/^r A^g: system equipment 

20 ^AiSlE^-*-^ A yf^7°n^7i: genuine-person-authentication utility 
program 

25 1@AO£{#1f ^-r : individual body information data 

21 V — K^SMft:/* y ^ : passwords and etc. registration block 
31 X^^l — YWf—9\ character code row data 
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32 fiASft^— ^: individual habit data 

22 a** 9— K^ff y ^ : passwords and etc. collation blocks 

15 h?—?: network adaptor 
150: external network 

200 ftx h: host system 

33 iSc^p ^ — K^Jt* — 9 : character code row data 

34 .flAS*?*— * : individual habit data 

16 %y V 7 — ^: network 



[02] [FIG 2] 

eg 2 




81 ^ — &J > o * . _ _x;i _> 



The principle diagram of the movement-trace pattern of a mouse. 
¥ & h\ first frame 
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10: mouse 

50: the movement trace (shell frame) Of a mouse 
65: the move Y coordinates (first frame) of a mouse 
60: move X coordinates (first frame) of a mouse 
70: a click button pressing interval (first frame) 
Z* £ h\ second frame 
10: mouse 

51 : the movement trace (second frame) of a mouse 
86: The collation type of the Y coordinates Yi 
61 : move X coordinates (second frame) of a mouse 
71: a click button pressing interval (second frame) 



[03] 



[FIG 3] 
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The figure having shown an example of the data format composition of a 
password data group. 
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« (1) £^J©*©/**!7 — Kx— ^S¥: existing (1) character string only 
password data group 

80: ^1^^ 5 ^ ^ — ^ — K: character character-code 

« (2) V v tTRW^V — Kr-^W: existing (2) character 

string + clicking interval password data group 

81 -y 9 ^ ^ — — K: character character-code 
9 y ) y9 FflRSNPWx : clicking interval time data 

82 ^^^^^AS&fl'^ ?^ Kt^-^P: the genuine-person-authentication 
password data group of this invention 

M: habit 

Wlfffcy*— 9 : trace data 

JC^^r t?^" 3 "- K: character character-code 

9 V y# fflfilflfUfl'r — ^ : clicking interval time data 

X EEli^IJj^ a y "f~~9: movement interval data of X coordinates 

Y ffif^lftj^ a y x*-^: movement interval data of Y coordinates 



[04] 



[FIG 4] 




I 



.303 



The flowchart at the time of performing registration of a password etc. 



10/25/2005 



25/30 Copyright (C) 2005 The Thomson Corporation. 



JP2002-32142-A 



XHOIVISOIM 



TM 



fflbfc: start 

300 v $x\CTs<x V— K^A^i: password and etc. input operations by 
mouse 

301 H <9 M LiSE^fitrt: the judgment in a repeating default 

302 ? — Kx—^Sfi:: registration of password data 

303 7 y registration of a variation coefficient 

i^T: end 



[05] [FIG 5] 
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The flowchart at the time of performing collation of a password etc. 
W^: start 

310 V hyJ iE^Tlfcl*}: judgment in a retry existing constant 
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311 ^ $ x\LX'*x 9— K^A^J: password and etc. input operations by 
mouse 

316 WMfciS: authentication refusal 

312 X^Wlfe: character string judging 

313 9 y ytWfiMfc click interval judging 

314 &A0L0l^fc movement-trace judging 

315 #Af&iE^:T(Log ON): genuine-person-authentication completion (Log 
ON) 

end 
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The figure having shown an example of an input method which lets an individual 
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habit draw out more. 
400 BE (1) : screen (1) 

401: the area of screen (1) which can be icon inputted 
410 B® (2) : screen (2) 

411: the area of screen (2) which can be icon inputted 
420 Hffi (3) : screen (3) 

421: the area of screen (3) which can be icon inputted. 
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The figure having shown the data format suggested by this invention, and the 
expression of collation. 
%t$cf~#\ registration data 
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82: the genuine-person-authentication password data group of this invention 

X^ 1 ^ -V y 9 $ — — K: character character-code 

^ y jy ^ fMIPPf fflf- ^ : clicking interval time data 

X M^^id^r 3 y T' — movement interval data of X coordinates 

Y a V T' — &\ movement interval data of Y coordinates 
BS^x— 9 : collation data 

83: the genuine-person-authentication password data group (collation data) of 
this invention 

X^^r -y ^^ — 3— K: character character-code 
^ y y ^ FflRlfl#|8lT rw - ^ : clicking interval time data 
X MH^lKj^r 3 y "f—$: movement interval data of X coordinates 

Y S^i^Rj^ 3 y 7*—^ : movement interval data of Y coordinates 
fi^lq <£>^: The expression of collation 

84: the collation type of the pressing interval time ti 
85: X coordinates Xi 

86: The collation type of the Y coordinates Yi 
y< 7 y ^r#ifr: variation coefficient 
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THOMSON SCIENTIFIC TERMS AND CONDITIONS 

Thomson Scientific Ltd shall not in any circumstances be liable or responsible for 
the completeness or accuracy of any Thomson Scientific translation and will not be 
liable for any direct, indirect, consequential or economic loss or loss of profit 
resulting directly or indirectly from the use of any translation by any customer. 

Thomson Scientific Ltd. is part of The Thomson Corporation 

Please visit our website: "www.THOMSONDERWENT.COM!' (English) 

"www.thomsonscientific.ip" (Japanese) 
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